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Deploying Secure Guest Networking Environments with NACwalls 
 

Companies and government organizations including libraries and schools often support guest networks as part 

of their overall computer networking setup. A guest network is a small section of an organization's computer 

network designed for use by temporary visitors.  

This subnet or virtual local area network (VLAN) often provides full Internet connectivity, but it also strictly limits 

access to any internal (intranet) Web sites or files.  

Besides helping to keep an organization's internal information private, guest networks help avoid spreading any 

computer worms that visitors may have on their systems.  Until NACwalls, setting up and securing a guest 

network was difficult and cost-prohibitive. 

To properly configure a guest network, NetClarity recommends the following network configuration and 

deployment of the NACwall appliance: 

1. Place a low cost managed switch that supports 802.1q (VLAN tagging) on the DMZ port of the corporate 

or branch office firewall.   

2. Take one of the freely available Ethernet ports of the NACwall appliance and plug it into this managed 

switch. 

3. Configure a VLAN called “GUEST” in the NACwall’s 802.1q VLAN Tag Configuration screen and map it 

to the TAG ID of that VLAN on that managed switch. 
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Turn on the Asset Detection System to BLOCK rogue access to the corporate network but EXCLUDE the 

GUEST VLAN from the BLOCK RANGE.  Make sure a valid email is setup to receive alerts. 

 

Anytime a guest arrives on that VLAN (which could also be the local SUBNET of a WIRELESS ROUTER 

plugged into the DMZ port of the firewall instead of a managed switch), they will show up as YELLOW (untrusted 

but not blocked) in the NACwall Manage Assets user interface and an alert will be sent.  As long as they stay on 

the GUEST VLAN (or the wireless subnet) they will not be quarantined.   

 

If they attempt to gain rogue, malicious, internal access to your corporate network they will automatically be 

BLOCKED and their device will show up on the Manage Assets page on the other VLAN or other subnet marked 

in RED (untrusted and being blocked).   

 

Guest networking made easy. 


