PINsafe

PINsafe offers an integrated
Radius server technology with
an easy-to-use interface for the
integration of established VPN
and remote access solutions:
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= Juniper

= Microsoft IAG

= Nortel

= Netilla

= Sonicwall/Aventail
= Phion

= WatchGuard

* Imprivata SSO

XML - Interface:
= Microsoft IS
= Microsoft ISA Sever
= Microsoft

Outlook Web Access
= Citrix Web Interface
= Microsoft IAG

There is also an Application
Programming Interface (API)
and an Authentication Agent
APl via XML for easy integration
with other systems.
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PINsafe

Strong Multi-Factor-Authentication — PINsafe

What is PINsafe?

PINsafe is a patented authentication solution
which guarantees users a secure access to
networks and computers without additional
hardware (e.g. token). Using secure network
connections (VPN), websites, corporate
applications and/or mobile devices PINsafe
assures a secure authentication procedure.

Why PINsafe?

PINsafe is applied to ensure only full authentica-
ted users. Based on a unique combination of
registered PIN-numbers and randomly generated
security codes, sent to the users in an optimal
way, PINsafe is one of the most secure, simple

to use, reliable and economic authentication
solutions in the market.

CITRIX" Access Gateway”

Welcome

Please log on to continue

Password
oTC

Get Code

PINsafe - Total Cost of Ownership (TCO)
Beside the enormous security advantage there
are a lot of additional positive facts regarding
PINsafe:

= One time installation and never ending
LifeTime License.

= No Client Software Installation

= No need to renewal token or software every
three years.

= No external or internal administration costs.

= PINsafe users can be managed very simple with
existing user repositories (e.g. Active Directory
form Microsoft) - this means quick roll out of
the license and easy management.

® The internal administration costs e.g.
for shipment, replacement and per-
sonalization of token can be redu-
ced to a minimun - because PIN-
safe needs no token.
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PINsafe - mode of operation
Your OTC:

| 6851,14

The patented One Time Code

extraction can be used in combination:

A) via SMS (or App, if user is offline) Refresh |
-> Mobile Phone as a Token

B) via Security Code at the Login Screen
-> No use of Token

C) via PositivelD

-> PC/Laptop as a Token S
This technology uses additionally the PC/Laptop ID
(e.g. ID of the processor, Mac-ID).

The original PIN number will never be entered

directly for authentication!

'3 Gutiook Web Access

Provided by Microsoft Exchange Server 2003

Doman\user name:  PINsafe\TOM
Pasword: esewsees

orc

i o SR I
Refresh TURing Log On]|
Security

# Publc or shared computer

Select this option ¥ you use Outiook Web Access on a publc
iter

Private computer

Select thes option f you are the only perssn who uses this
computer
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PINsafe

Example 1

PIN: 1234

OTC: HSMT

One of the unique features of PINsafe:
The user only requires the randomly
generated security code and a PIN-
number of her/his choice from memory
for authentication.

The One Time Code (OTC) extraction
process is very simple to use:

the PIN number defines, which positions
and sequences of the security code have
to be entered as OTC.

Example 1 above shows the combination of
the PIN number 1 2 3 4 (from memory of
the user) and the security code - resulting
toan OTCof HSMT".

Patented One Time Code (OTC) Extraction

Example 2

PIN: 2351

SR @I = )
:

OTC: 175

The PIN number can be varied from 4 to 10
positions. The security code can be letters,
numbers or letter-number combinations.

The big advantage: The OTC generated from
the user varies for each authentication process.
Also the PIN number will never be entered
directly for authentication.

The authentication process requires two
elements: the security code, which be sent to
the user in different ways AND the PIN number
from the memory of the user. The user never
enters directly her/his PIN number for authenti-
cation.

Thus e.g. key-logging or attacks are useless.
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Example 3
PIN: 1269
() a
S R A R
grszlﬁi O H
~ _
OTC: 9546

The transition of the security codes can
be binded on a special channel - e.g.
Mobile Phone or PC. Thus a real 2 Factor
Authentication can easy be realized.

The main advantage of this model is the
easy implementation in different environ-
ments. With this unique model you can
decide, how strong the chosen authen-
tication scheme must be for different user
groups. You can detemine for example to
present the security code as obfuscated,
non-machine readable CAPTCHA image
at the VPN Login screen or sent via SMS
to the mobile phone of the user.
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Internet

Remote User
[SMS / Capture Picture / Swivlet]

Firewall / VPN PINsafe Gina

~
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HTTP / HTTPS [XML] RADIUS

PINsafe Security String
1234567890
1739246508-01

Authentication Agent API

PINsafe Agents IXML]

IIS, Apache, OWA
PHP J2EE, .Net

3rd Party Authentication Modules
i.e. Positive ID

Dual

Single

Channel

Channel

1234567890
7482936180-02

1234567890
0123894765-03

p——

B8 comected to Maosoft Exchange
Seaued by Microsoft Internet Seaurity and Acceleration Server
12 2006 Micosoft Comporation. All rights reserved.

HTTP/HTTPS

Local XML 3rd Party Administration

User Repository User Repository
AD, SQL

User / Config
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About the company
Established in 2000 and headquatered in Wetherby, UK., Over the international sales network Swivel Swivel Secure
Swivel Secure is specialized in network security solutions. Secure supports customers from industry, Cologne, Germany
PINsafe, Swivel Secure’s multi factor authentication, based finance, retail, legal, as well as state and +49 221-510 7951
on patented technologies and thus providing proved security health authorities in over 30 countries. www.swivelsecure.com
to organizations of all shapes and sizes. ce@swivelsecure.com
Swivel Secure provide establishments in
Swivel Secure is a full member of the worldwide Marr T&T Group the U.K, Spain, France, Portugal, USA and
of companies headquatered in London, U.K. In 2009 the Marr Germany.

Group realized a business volume more than one billion US$
IT 2 Trust

based on 8 different product groups. Part of the technology

Brendby, Danmark
+45 7022 3810

www.it2trust.com

division at the Marr group beside Swivel Secure includes the
affiliated companies like Wavecrest, Mobix or ROK, offering

solutions in the Telecommunications- and IP-Networking area. . .
info@it2trust.com

© 2010 Swivel Secure - All rights reserved.

ITerustm




<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



