SafeWord 2008:
OTP Strong Authentication Solutions
for Secure Remote Access

PRODUCT'BRIEF

SafeWord 2008 is an out-of-the-box one-time password (OTP), two-factor authentication

Benefits solution that enables secure remote access to your organization’s most sensitive and
» Secure remote access

for leading VPNs, SaaS

confidential resources.

applications, Citrix With the push of a button, SafeWord authenticators generate a highly secure, one-time
applications password that can never be reused, hacked, or compromised. The password’s two-factor
« Embedded cloud support lets authentication mechanism ensures that only properly authenticated users can access critical
you extend secure access to applications and data, whether they reside in your data center, the cloud, or virtualized
SaaS applications using the environments.
same platform*
« Tailor the authentication Features
method to users’ needs with
a variety of hardware and All-in-one Solution
software authentication SafeWord 2008 offers both hardware and mobile authenticators, as well as management
options software and maintenance, in an all-in-one OTP authentication solution that is easy to install,
» Fast and easy installation: up use, and manage.
and running in minutes - no
technical training required Embedded Cloud Support
» Recognized as the easiest SafeWord 2008 allows you to seamlessly extend secure access to cloud-based SaaS
solution to administer, applications such as GoogleApps and Salesforce.com, using the same easy-to-install and
mar.1age, and use for Windows -maintain management software and authenticators that you use for secure VPN and Citrix
environments access.
« Enables compliance with
privacy regulations Supports Hardware and Mobile Authenticators
« Lifetime Token Warranty: SafeWord 2008 supports a range of hardware and mobile authenticators that can be deployed
SafeWord 2008 authenticators side by side or incrementally as needed. These include:
never expire and come with
a lifetime token warranty. » MobilePASS software solutions: Available for all mobile clients, including iPhone,
(Customers should have a BlackBerry, Windows Mobile, Android, J2ME, Mac OS, and Windows Desktops. MobilePASS
current support contract for all also offers SMS passcode delivery to mobile devices.

users to be eligible.)
« eToken PASS: A compact and portable one-time password (OTP) authenticator.

eToken PASS is OATH compliant and is available in both time-sync and event-based
configurations.

* Available with the additional ESP
package.

» GOLD:The GOLD authenticator offers highly effective two-factor authentication with the
added security of PIN protection and a challenge/response mechanism.
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Supported Solutions:

» Secure remote access for
employees, partners, and
customers

» Transaction security

YESCE_HSE

Effective Management through Active Directory

SafeWord 2008 provides seamless integration with Active Directory, and enables organizations
to leverage existing Windows environments to implement a simple and straightforward
authentication solution, including user self-help and enrollment capabilities, facilitating
simplified deployment and maintenance.

Additional management capabilities are available with the Enterprise Solution Pack (ESP),
which lets you manage users outside of Microsoft Active Directory.

Citrix Cloud Applications

Salesforce.com

-~ Federated SSO Pt
- tothecloud __----"" Google Apps

SafeWord 2008

The SafeNet Family of Strong Authentication and Transaction Security
Solutions

Offering flexible management platforms, the broadest range of strong authentication
methodologies and form factors, and transaction verification capabilities, as well as identity
federation and Single Sign-on, SafeNet solutions create a future-ready security foundation
that allows organizations to adopt a modular, forward-looking identity management strategy,
ensuring that their security needs are met as new threats, devices, and use cases evolve.

To learn more about SafeNet’s complete portfolio of authentication solutions, please visit our
website at www.safenet-inc.com/authentication.

About SafeNet

Founded in 1983, SafeNet is a global leader in information security. SafeNet protects its
customers’ most valuable assets, including identities, transactions, communications, data,
and software licensing, throughout the data lifecycle. More than 25,000 customers across
both commercial enterprises and government agencies, and in over 100 countries, trust their
information security needs to SafeNet.

Contact Us: For all office locations and contact information, please visit www.safenet-inc.com
Follow Us: www.safenet-inc.com/connected
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