
DISK ENCRYPTION

TM SecureDoc File and Folder Encryption
‘Defense in depth’ of sensitive data

Features

• Encrypt / Decrypt with intuitive 
functionality in “dragging and 
dropping” and right click menu 
support

• Automatically encrypt and 
protect files by dragging them 
into encrypted folders

• Transparent encryption of files 
regardless of application

• Centrally configure FFE 
applications to meet your needs

While full-disk encryption solutions encrypt the entire hard drive, file encryption 
is an application whereby users can manually encrypt individual files that they 
wish to protect. The folder encryption application allows users to move or save 
files in specific folders where they are automatically encrypted. File and folder 
encryption is transparent to applications such as MS Word, and can run seamlessly 
with minimal user intervention. When these applications save files to a designated 
directory or folder, the files are automatically encrypted. Encrypted files are 
decrypted when moved or copied to another location. Administrators can also 
centrally configure the settings of FFE applications to meet the security needs of 
their organization.

WinMagic’s SecureDoc offers the unbeatable combination of full-disk encryption, coupled with 
file and folder encryption (FFE), for maximum security for your sensitive data and personal 
identifiable information.



WinMagic’s SecureDoc full-disk encryption solutions make it simple to protect all data on desktops, laptops, tablets and removable media 

including USB thumb drives, CD/DVDs, and SD Cards. Compatible with Microsoft Windows 7, Vista, XP, and 2000 as well as Mac and Linux 

platforms, SecureDoc makes it just as easy to centrally manage and use an encrypted device as an unencrypted device including Seagate 

and Opal self-encrypting drives. WinMagic is trusted by thousands of enterprises and government organizations worldwide to minimize 

business risks, meet privacy/regulatory compliance requirements, and protect valuable information assets against unauthorized access. 

With a full complement of professional and customer services, WinMagic supports over three million SecureDoc users in approximately 43 

countries. For more information, please visit www.winmagic.com, call 1-888-879-5879 or e-mail us at info@winmagic.com.
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Advantages:

•  Files moved off of encrypted drive now remain encrypted

•  Protect transmission of documents by automatically 
encrypting them first

•  Centrally manage encryption keys and provision to 
authorized users only

•  A layered security approach to data-at-rest ensures only 
authorized users have access to sensitive data

The advantages of file and folder encryption are most 
apparent in data sharing applications, when employees 
and business partners might be using the same computer 
and hard drive. Full-disk encryption uses the same key 
for encrypting the entire disk and consequently affords 
all authorized users equal access to all encrypted data. 
However, FFE uses different encryption keys to encrypt 
and decrypt different data objects and can thereby help 
maintain a layered security strategy. Access to different 
data sets can be limited to particular users, and access to 
information could be enforced on a ‘need to know’ basis.

Benefits:

• Automatically encrypting files make IT 
security policies transparent to end-users and 
easy to use

• Minimization of internal threats and data 
leakage is achieved by ensuring that all data 
leaving an encrypted disk drive remains 
encrypted

• Transparency and ease of use make complex 
security strategies appear simple, and do not 
effect end-user productivity

• Security policies can easily be set and 
managed centrally boosting administrator 
productivity

FFE applications are an essential part of 
an integrated and comprehensive security 
strategy. They allow for secure information 
handling, and can help guard against internal 
threats by encrypting data and protecting 
data-in-transit. FFE is also useful for securing 
files prior to transmission over the internet. 
By shielding data files in transit and on shared 
spaces, FFE provides a strong complement 
to full-disk encryption, particularly when 
functioning under a single, integrated 
management scheme. With full-disk encryption 
and FFE support, SecureDoc is the most secure 
solution for protecting data-at-rest.


